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Figure I: The Global Risks Landscape 2018
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2016 Forrester Wave
Privileged Ildentity Management

IN THE NEWS
Yahoo! Hack! How it Took Just One-
Click...

“Do you know spear-phishing was the only secret
weapon behind the biggest data breach in the history?
It’s true, as one of the Yahoo employees fell victim to a
simple phishing attack and clicked one wrong link that
let the hackers gain a foothold in the company's

internal networks. - The Hacker News

March 2017
Phishing / Account Theft

2016 IBM Security Index
Security Index Report

IN THE NEWS

Who is Anthony... and why is Google
suing him?

“The lawsuit filed... accuses him of stealing 14,000
confidential files about [their] self-driving technology,
Including detailed designs of proprietary circuit boards
and the laser ranging LiDAR systems, when he was
employed there

- The Hacker News
March 2017
Insider Theft

§ IBM Security

- 2016 SANS Report

IN THE NEWS

Hacking Attack Has Security Experts
Scrambling to Contain Fallout.

“The global efforts came less than a day after malicious
software, transmitted via email and stolen from the
National Security Agency, targeted vulnerabilities in
computer systems in almost 100 countries in one of
the largest “ransomware” attacks on record.”

New York Times
May 2017
WannaCry Attack
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* Windows Local Administrator Accounts
* Active Directory / LDAP

e Microsoft SQL Server

e Unix / Linux

 VMWare ESXi

« z/OS Mainframe
* SAP
* Cloud
- Google, Salesforce, Amazon, Office365
» Any SSH, Telnet, or ODBC interface.

» Cisco

* Juniper [Custom Integration]

 Blue Coat - AS/400, Linux / Mac, Check Point, Enterasys,
 Sybase Dell DRAC

« MySQL

 Oracle
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http://thycotic.com/products/secret-server/features/cisco-enable/
http://thycotic.com/products/secret-server/features/sap-platform-support/
http://thycotic.com/products/secret-server/features/ssh/
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“I Couldn’t Be Happier”

“The best privileged account security software and the support we need to solve our
most pressing problems.”

- Liz McQuarrie, Principal Scientist, Director of Security Operations, Adobe

RATED #1 ON CUSTOMER SERVICE

IBM Security Secret Server Customer Reference Sites

5 WELLS Ap
N E T F L I x Blue Bhield Ul’liV@I‘ﬁSi;y

o San Diego

Adobe WA & ® McGill

BankUnited

Washington Gas
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TECHNICAL DETAILS
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IBM Secret Server — Logical Architecture
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Secret Server Login & Access Control

. E3I 1} E—l = @ Search Secrets Search HOME TOOLS ADMIN REPORTS % o a
O d L— - =
B OEI I_l —?—.I Advanced | Basic
|T _'|'E| Xl- Browse + + Content
al
- — Find Folder Q Search in Privileged System Q| Advanced w
.. = | i e — Create Secret
] Secret * Folder Template
O| HFHH < All Folders > Create New
- Secret Server 219! 2 -
() personal Folders © || O root Privileged Sy... Unix Accoun... | < Select > .
— Local account P= Privileged Systems
. 7] secretsynch Privileged Sy... Active Direct... Favorite Secrets Fow
— AD Account (via AD Synch)
_ i i a i Zew
SSO via SAM L lnteg rat|0n Secret Name % secretsynch E)(ﬁd Secrets
Domain Y demo.com
Ol = U [ ) <o
° sername secretsynch Welcome
2 Fa Ctor —=© Password B oooooos -
| tS t
— Hard tokens (RADIUS based) Notes e Mmport secres
Secret Server's Import feature
—_ SOft TO ken OTP (Drog o folder to create o tob.) simplifies integration with legacy
S systems and allows Users to easily
¢ OATH SU pport add a large number of Secrets from
. E | OTP [ vMWare ESX... Privileged Sy... VMware ESX... an Excel or CSV/Tab delimited file.
mal <] o , Secrets are batch imported by
. ) Template, so multiple types of input
— P f 1 E 15
DUO Secu rlty - = _ et data will need to be imported in
< Select Bulk Operation > H several batches. The Password
Migration Tool supports easy
¢ ROle Based Access COI’\tI’Ol R ts t & o addition of existing Secrets from
ecent secrets other third party password storing
secretsynch applications.
AAdmvn Infmvmnntine iom |loas f‘..:.-l,T
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Search
B All Folders

AD Admin Account

£
Marketing

hotmail.com
Server 203 Administrator

Thycotic Company Mastercard

Human Resources

Unix Server 005

Marketing\USA

Custom Unix Account

my yahoo

si20.com

Thycotic Company Visa

Information Technology
WebServer001
Marketing

Google

Other Custom Unix Account

thycopair2\\testwindows

Unix Admin

IBM Security
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Session Playback Search

Search Filters

Search Across

4

Secret Name

Secret ltems

Username

Hostname

Domain

Proxy Session Client Data
RDP Keystroke Data

RDP Application Name

Date

ODdHO0O0RQE

Last 30 Days

Status

All

Launcher Type

All

Users

Search Users

Groups

Search Groups
Everyone

IBM Security

Search for Sessions

10.0.0.243\winuser2 - Accessed By ssadmin

Remote Desktop +4/11/2017 05:46 PM- 0:10:03
win-hOko2ig58na - ssadmin

View Secret

10.0.0.243\winuser1 - Accessed By user282

Remote Desktop +4/11/2017 05:41 PM- 0:00:59
win-hOko2ig58no - user282

View Secret

10.0.0.243\winuser1 - Accessed By user282

Remote Desktop +4/11/2017 05:35 PM- 0:01:44
win-hOko2ig58no - user282

View Secret

10.0.0.243\winuser1 - Accessed By user282
Remote Desktop .- 4/11/2017 05:35 PM- 0:00:11
win-hOko2ig58no

View Secret

10.0.0.243\winuser1 - Accessed By user282
Remote Desktop - 4/11/2017 05:33 PM- 0:00:00
win-hOko2ig58no

View Secret

10.0.0.243\winuser1 - Accessed By user282
Remote Desktop +4/11/2017 05:19 PM- 0:00:32
win-hOko2ig58no - user282
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Watch Session Recording

Session Summary

Session Secret: < None > Launcher User: Administrator Session Start: 3/22/2017 12:27 PM
Machine: Win-1654rottdte Launcher Used: < None > Session End: 3/22/2017 12:28 PM

Search Session Activity

Activity Type:| Al v Keyword: o~ [=els ]
iy .

Elapsed = Type Activity Jump To e pe— -

00:00:00 B  powershell_ise [>]

00:00:00 &  iexplore ()

00:00:00 &  mmc [>)

00:00:00 &  csrss 0

00:00:00 &  explorer [>)

00:00:00 &  Thycotic.SessionRecorder [»)

00:00:00 &  notepad [>)

00:00:00 &  mmc ]

00:00:00 &  taskhostex [>]

00:00:00 &  powershell_ise [»)

00:00:00 &  TSTheme [>]

00:00:00 &  winlogon ()

00:00:00 &  rdpclip [>)

00:00:00 &  notepad [») 1

00:00:00 &  iexplore 0 0:00:00/0:00:32 > n’,‘ ég

§ IBM Security
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Crfot AFE AL 284 X[ & Windows & MAC

J General || Personalize || Expiration || Security H Remote Password Changing || Dependencies |

) o — General Settings
Secret Name iy mydomain‘administrator
Domain Ea Lh mydamain.lucal Lau-ncher Name SecureCRT
L. Active Yes
Username EQ Lh administrator
Launcher Image
Passwn‘rd e she she o o ok ok ok ke ok s
Notes EQ Lh T
Status Active
Folder S WMy Domain : :
i e ' ' . —Windows Settings
Expiration Expires in 1 days. (Expires every 30 day(s))
Last Heartbeat Success (12/12/2013 01:29 PM) Process Name
. How do | configure process arguments?
Favorite? Ll

Process Arguments

r Run Process As Secret Credentials No

Load User Profile No

Use Operating System Shell No

. o
| —

RDP Launcher PuTTY Launcher

— Mac Settings

Process Name /Applications/SecureCRT.app/Contents/MacOS/SecureCRT
How do | configure process arguments?
Process Arguments /T /SSH2 /PASSWORD $PASSWORD $USERNAME@$MACHINE

§ IBM Security
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THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

W @ibmsecurity

3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM
products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be
trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on
others.

No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct
of any party.



